Secure Web Fingerprint Transmission (SWFT) System
Public Key Infrastructure (PKI) Test Procedures

The following process may be helpful on your first time using the new login procedure. This
document is current as of Dec 18, 2013.

Part A (Smart Card Enrollment and Login)

1. Insert your Smart Card in the reader, or plug in your USB token.

2. Open the web browser, and go to https://swft.dmdc.osd.mil.

3. Click the button "Login™ in the SMART CARD LOGIN section of the SWFT Login page.
4. A list of your certificates should appear on the screen.

5. Select the certificate that you wish to use for SWFT login, and click OK. Provide PIN if
prompted.

6. Provide your User ID and Password when prompted.

7. Your selected certificate is now being registered in SWFT. If you have multiple SWFT
accounts, they are all automatically linked to your selected certificate.

8. You will now be taken to the DoD Notice and Consent Banner. Check the box next to “I
acknowledge and accept the above access statement”, and click the button “Enter”.

9. Users with a single SWFT account will be taken to the "Welcome to SWFT" page.

Users with multiple SWFT accounts must select the radio button for the account that you wish
use in this session.

10. You should now see the "Welcome to SWFT" page. If not, report the problem to the DMDC
Contact Center.

11. Navigate to at least two (2) web pages that you normally visit during your SWFT session.

Report any problems to the DMDC Contact Center.

12. Log out of SWFT and close the web browser.
13. Take you Smart Card out of the reader, or unplug your USB token.

Part B (Smart Card Login Verification)

14. Re-insert your Smart Card in the reader, or plug in your USB token.

15. Open the web browser, and go to https://swft.dmdc.osd.mil.

16. Click the button "Login" in the SMART CARD LOGIN section of the SWFT Login page.
17. A list of your certificates should appear on the screen.

18. Select the certificate that you registered for SWFT login, and click OK. Provide PIN if
prompted.

19. You will now be taken to the DoD Notice and Consent Banner. Check the box next to “I
acknowledge and accept the above access statement”, and click the button “Enter”.

20. Users with a single SWFT account will be taken to the "Welcome to SWFT" page.

Users with multiple SWFT accounts must select the radio button for the account that they wish
use in this session.

21. You should now see the "Welcome to SWFT" page. If not, report the problem to the DMDC
Contact Center.

22. Navigate to at least two (2) web pages that you normally visit during your SWFT session.
Report any problems to the DMDC Contact Center.

23. Optionally, upload one or more production fingerprints. Please only upload fingerprints that
you intend to submit to OPM. Report any problems to the DMDC Contact Center.
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24. Log out of SWFT and close the web browser.
25. If not needed for maintaining your Windows session, take you Smart Card out of the reader,
or unplug your USB token.

Report any issues to the DMDC Contact Center:
dmdc.contactcenter@mail.mil or (800) 467-5526 Option 3.
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